Complete user guide to HiddenSMS Lite program for phones with
Symbian operating system
Last revision: 27. 11. 2009

HiddenSMS — software for mobile phones with Symbian
operating system to hide your private SMS and contacts.
28| Your messages and contacts are secured by data encryption
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1. Basic properties of HiddenSMS Lite program

Provides hiding of of both received and sent SMS from/to selected contacts

The program runs in the phone in parallel with the official program for management and sending
SMS, hiding only SMS from preselected contacts

All such hidden SMS are encrypted and then saved in memory of your phone remaining accessible
only after entering your password.

Incoming hidden SMS will be indicated by a discrete small point on display or by a sound
signal set for SMS acceptance (sound can be switched off), in order not to pass any incoming SMS
unnoticed. It is only up to you to select the method of indication.

Automatic program activation — occurs after program installation, switching mobile phone
off/on, incl. spontaneous or forced restart, e. g. after phone hangup, battery removal or battery
flat... etc. The program is immediately automatically activated.

Automatic hiding of program — the program becomes invisible when the phone enters
economy mode with display going out, however, it continues running in background being not
visible on display.

Free installation of new program versions

After or before expiration of trial version period you can purchase full version on



www.hiddensms.com and transfer created data (messages, contacts, modified settings and saved
information) into your full version.
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Install the program into your mobile phone using the installation ""i":
program. Before starting installation you have to connect your mobile | .
phone with computer and then start installation. L8 (ontacts

2.1 First program start after installation A& Incoming SMS

After starting the program you will be asked to enter your password. Other SMS lists
Enter a password you wish to use for starting the program. Be sure to
remember the password, the program cannot be started without
password.

Note: A really safe password should consist of at least 8 characters.

After entering the password you will get into the main menu of Figure I
program (Fig.1).

4. Description of main menu

In main menu (Fig. 1) select if you wish to handle Contacts or SMS.

In case of trial version the menu has additional information about expiration date of the version.
This version has full functionality without any restrictions for a period of 30 days (Fig. 1).

5. Menu Contacts

The Contacts menu (Fig. 2) lets you enter persons you want to receive hidden SMS from and
send them SMS in secret, or call them (note that in this program version callings are not
hidden).

5.1 Adding contact

To add a new contact, after clicking on “options” select New contact (at bottom center of display).
If you want to import contacts from the phone directory, select Import of contacts (contacts you
have saved will be selected).

In case of manual adding enter always contact name and phone number (in international format
if required: 00420, +420...), for intercepting SMS (i. e. directing received SMS into HiddenSMS
program, not to phone folder) select Enable. Confirm OK. A contact
not fully entered can be abandoned without saving by selecting Back.

Symbols at contact name will help you in orienting. An Envelope |
means that there are messages from that contact not yet read.
5.2 Deleting and editing contact

i ) . ) Bl | Send sms
After selecting a contact in ,,Options menu (see Fig. 2), select ,,Edit

contact“ or ,Delete contact“. This way you get into options for
editing or deleting a contact. Confirm the changes with ,,OK* key or
return back without saving the changes using ,,Back* key.

call

New contact
Edit contact

Delete contact
5.3 Calling contact or writing him/her message Import contacts

The ,,Options* menu allows to call the selected contact immediately
or send him/her a SMS (see Fig. 2).

6. Menu Incoming SMS

It serves as list of Received SMS or you can perform here actions with individual SMS using

Select
Figure 2


http://www.skrytesms.cz/

»Options* menu.
6.1 Sending SMS

In ,,Options“ menu select ,,Send SMS*. First to display is the recipient that can be changed by
clicking on ,,Options* and then on ,,Change recipient®“. Send the SMS by clicking on ,,Options*
and ,,Send*.

6.2 Deleting SMS
To delete a SMS, select it, click on ,,Options* and then on ,,Delete SMS*.
6.2 Additional options with SMS

By clicking on ,,Options* you also get possibilities to sort SMS by a criterion, call the number
corresponding to that SMS and Forward SMS (see Fig. 3).
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Figure 4

Fig. 4 shows a list of received messages from a particular contact, in this case sorted by date of
receipt.

7. Menu Other lists

Here you can find all messages sorted by categories into folders —
these are complete overviews of saved (,,Drafts*), sent (,,Sent*),
outgoing (,,Outbox*) and all (,,All*) SMS. Using the ,,Options*
menu in the lower part of display you can handle SMS messages in a
similar way as with incoming SMS (see chapter 6.).

The contents of individual folders of Other lists can be deleted &4 Outbox
or moved to Archive as well as between various folders of the
Archive.

Fig. 5 shows folders of Other lists that will be used for sorting your
messages.

8. Other options Figure 5
8.1 Changing password

In ,,Options* in main menu click on option ,,Change password*“. Now enter your old password
and then twice your new password (to be confirmed). Confirm by ,,OK*, or return back without
saving by clicking ,,Back*.



8.2 Quitting program

In ,,Options* in main menu click on option ,,Quit program®. After quitting this way the program
will stop intercepting SMS.

9. Terminology — basic terms
Main password - for entering program, must be set.
WARNING: Length of your Main password is crucial for the security of your data.
Main rules:
The more characters you use, the better.
If you wish to use lower case letters only, write at least 8 letters !!

Do not choose dictionary words. It is even helpful to add one more letter or replace one letter by a
different letter or digit to produce a_significantly better and safer password.

If you forget your password, even the author of the program cannot help you. Simply it is
impossible. You have to uninstall the program and reinstall it, make all settings and inputs again.

Indication — a discrete indication in form of 2 small color points will appear in the top right part
of your display:

First point: running HiddenSMS Lite program = program is active, intercepting SMS, MMS
and calls

Second point: received SMS = signaling that you have got a new message or several new
messages.

Intercept SMS — choosing this option makes sure that HiddenSMS Lite running in background
checks all incoming SMS. Private messages (i. e. From your selected private contacts) are then
saved into the private zone of HiddenSMS Lite program.



